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DETAILED ACTION 



1. Claims 1-10, 12-29, 31-48, 50-67, and 69-76 are pending in this application. 
Claims 1, 20, 39, and 58 have been amended by amendment filed by Applicant on 
11/10/2008. 



Claim Objections 

2. Claims 1 and 58 recites the limitation "embedded controller" and "embedded 
controller agent". The examiner notes that in similar claims, 20 and 39, there is only an 
embedded hardware controller agent. The examiner believes that the applicant has 
simply missed changing all embedded controller or variations there of to "embedded 
hardware controller agent". Appropriate correction is required 



Claim Rejections - 35 USC § 103 



3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 



4. Claims 1-10, 12-16, 18-29, 31-35, 37-48, 50-54, 56-67, 69-73, and 75-76 are 
rejected under 35 U.S.C. 103(a) as being unpatentable over Gibbons et al. (US 
Patent # 6,243,809 B1, hereinafter Gibbons) in view of Rakavy et al. (US Patent # 



Application/Control Number: 10/809,316 Page 3 

Art Unit: 2457 

5,978,912 B2, hereinafter Rakavy) and in further view of Falik et al. (US Patent # 
7,318,173 B1, hereinafter Falik) and in further view of Herzi (US Patent # 6,484,262, 
hereinafter Herzi) . Gibbons and Rakavy are cited in the Information Disclosure 
Statement filed by applicant on 05/09/2006. 

5. With respect to claim 1 , Gibbons discloses an apparatus comprising: an 
embedded firmware agent (fig. 6, col. 9, lines 34-37) having instructions that cause the 
embedded firmware agent to selectively operate in a management mode (col. 9, lines 
37-43) during which a host operating system relinquishes control of a host system in 
which the embedded firmware agent resides (col. 2, lines 14-30); and a bi-directional 
agent bus coupled between the embedded firmware agent and the embedded controller 
agent to transmit messages between the embedded firmware agent and the embedded 
controller agent (fig. 6, col. 9, lines 34-37, fig. 7, col. 9, lines 44-52, fig. 2, col. 9, lines 
36-52, in the specification [0019] a bi-directional agent bus can be any bi-directional 
communication mechanism. The embedded firmware agent of Gibbons (fig. 6, col. 9, 
lines 34-37) and the embedded controller agent (fig. 7, col. 9, lines 44-52) communicate 
via memory locations (fig. 2 (34), col. 9, lines 36-52) which is considered a bi-directional 
communication mechanism). 

Gibbons does not clearly disclose the embedded hardware controller agent 
coupled within the host system having memory to store instructions that cause the 
embedded controller to operate independently of the host operating system and 
selectively invokes the management mode, the embedded controller agent having a 
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network interface to allow the embedded controller agent to communicate over a 
network independently of the host operating system, a physical bi-directional agent bus 
coupled between the embedded firmware agent and the embedded controller agent to 
transmit messages between the embedded firmware agent and the embedded 
controller agent; and a trusted module couple with the embedded hardware controller 
agent and the embedded firmware agent to provide mutual authentication with a server 
prior to the embedded firmware agent transferring control to the host operating system. 

In the same field of endeavor, Rakavy discloses the embedded controller agent 
having a network interface to allow the embedded controller agent to communicate over 
a network independently of the host operating system (col. 1, lines 7-14, col. 4, lines 4- 
32). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Gibbons with the teachings of 
Rakavy in order to enhance a computer's BIOS to accommodate remote access and 
maintenance without the aid of the operating system executing on the computer. 

However, Gibbons and Rakavy does not clearly disclose the embedded 
hardware controller agent coupled within the host system having memory to store 
instructions that cause the embedded controller to operate independently of the host 
operating system and selectively invokes the management mode, the embedded 
controller agent having a network interface to allow the embedded controller agent to 
communicate over a network independently of the host operating system, a physical bi- 
directional agent bus coupled between the embedded firmware agent and the 
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embedded controller agent to transmit messages between the embedded firmware 
agent and the embedded controller agent; and a trusted module couple with the 
embedded hardware controller agent and the embedded firmware agent to provide 
mutual authentication with a server prior to the embedded firmware agent transferring 
control to the host operating system. 

In the same field of endeavor, Falik discloses the embedded hardware controller 
agent coupled within the host system having memory to store instructions that cause 
the embedded controller to operate independently of the host operating system and 
selectively invokes the management mode (fig. 4, col. 4 lines 1-15, if the CPU is not 
functioning, but the embedded controller is still able to switch to the other BIOS, this 
means that the embedded controller works independently of the host operating system, 
since SMBus is a physical connection, according to fig. 4, the SMBus connects to the 
embedded controller and the BIOS in which by inherent indicates that the embedded 
controller is a physical hardware), the embedded controller agent having a network 
interface to allow the embedded controller agent to communicate over a network 
independently of the host operating system (fig. 1, col. 5, lines 44-54), a physical bi- 
directional agent bus coupled between the embedded firmware agent and the 
embedded controller agent to transmit messages between the embedded firmware 
agent and the embedded controller agent (Fig. 4, col. 4, lines 25-45, col. 5, lines 6-26, 
SMBus is a physical bi-directional bus). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Gibbons and Rakavy with the 
teachings of Falik in order to remotely select a BIOS even if the CPU is not functioning. 

However, Gibbons, Rakavy, and Falik do not clearly disclose a trusted module 
couple with the embedded hardware controller agent and the embedded firmware agent 
to provide mutual authentication with a server prior to the embedded firmware agent 
transferring control to the host operating system. 

In the same field of endeavor, Herzi discloses a trusted module couple with the 
embedded hardware controller agent and the embedded firmware agent to provide 
mutual authentication with a server prior to the embedded firmware agent transferring 
control to the host operating system (col. 2, lines 45-64, col. 3, lines 18-34). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Gibbons, Rakavy, and Falik with 
the teachings of Herzi in order to provide an improved level of security and an improved 
security measure against undesired theft of a computer system. 

6. With respect to claim 20, Gibbons discloses, a method comprising: invoking a 
management mode (col. 9, lines 45-52) in a host system in which a host operating 
system temporarily relinquishes control of the host system (col. 2, lines 25-33), and 
servicing requests from the embedded controller agent during the management mode 
with an embedded firmware agent by communicating with the embedded controller 
agent over a bidirectional agent bus (fig. 6, col. 9, lines 34-37, fig. 7, col. 9, lines 44-52, 
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fig. 2, col. 9, lines 36-52, in the specification [0019] a bi-directional agent bus can be 
any bi-directional communication mechanism. The embedded firmware agent of 
Gibbons (fig. 6, col. 9, lines 34-37) and the embedded controller agent (fig. 7, col. 9, 
lines 44-52) communicate via memory locations (fig. 2 (34), col. 9, lines 36-52) which is 
considered a bi-directional communication mechanism). 

Gibbons does not clearly disclose with an embedded controller agent having a 
network connection that operates independently of the host operating system, an 
embedded firmware agent coupled within a host system having memory to store 
instructions, an embedded controller agent coupled within the host system having 
memory to store instructions that cause the embedded controller to operate. 

In the same field of endeavor, Rakavy discloses an embedded controller agent 
having a network connection that operates independently of the host operating system 
(col. 1, lines 7-14). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Gibbons with the teachings of 
Rakavy in order to enhance a computer's BIOS to accommodate remote access and 
maintenance without the aid of the operating system executing on the computer. 

However, Gibbons and Rakavy does not clearly disclose an embedded firmware 
agent coupled within a host system having memory to store instructions, an embedded 
controller agent coupled within the host system having memory to store instructions that 
cause the embedded controller to operate. 



Application/Control Number: 10/809,316 Page 8 

Art Unit: 2457 

In the same field of endeavor, Falik discloses an embedded firmware agent 
coupled within a host system having memory to store instructions (col. 4, lines 50-62), 
an embedded controller agent coupled within the host system having memory to store 
instructions that cause the embedded controller to operate (col. 4, lines 65-6, col. 5, 
lines 1-10). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Gibbons and Rakavy with the 
teachings of Falik in order to remotely select a BIOS even if the CPU is not functioning. 

However, Gibbons, Rakavy, and Falik do not clearly disclose a trusted module 
couple with the embedded hardware controller agent and the embedded firmware agent 
to provide mutual authentication with a server prior to the embedded firmware agent 
transferring control to the host operating system. 

In the same field of endeavor, Herzi discloses a trusted module couple with the 
embedded hardware controller agent and the embedded firmware agent to provide 
mutual authentication with a server prior to the embedded firmware agent transferring 
control to the host operating system (col. 2, lines 45-64, col. 3, lines 18-34). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Gibbons, Rakavy, and Falik with the 
teachings of Herzi in order to provide an improved level of security and an improved 
security measure against undesired theft of a computer system. 
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The examiner notes that claim 20 is similar of claim 1 , therefore is rejected for all 
the same reasons as claim 1 above. 



7. With respect to claim 39, Gibbons discloses an article comprising a computer- 
readable medium having stored thereon instructions that, when executed, cause one or 
more processing elements to: invoke a management mode (col. 9, lines 45-52) in a host 
system in which a host operating system temporarily relinquishes control of the host 
system (col. 2, lines 25-33); and service requests from the embedded controller agent 
during the management mode with an embedded firmware agent by communicating 
with the embedded controller agent over a bi-directional agent bus (fig. 6, col. 9, lines 
34-37, fig. 7, col. 9, lines 44-52, fig. 2, col. 9, lines 36-52, in the specification [0019] a bi- 
directional agent bus can be any bi-directional communication mechanism. The 
embedded firmware agent of Gibbons (fig. 6, col. 9, lines 34-37) and the embedded 
controller agent (fig. 7, col. 9, lines 44-52) communicate via memory locations (fig. 2 
(34), col. 9, lines 36-52) which is considered a bi-directional communication 
mechanism). 

Gibbons does not clearly disclose an embedded controller agent having a 
network connection that operates independently of the host operating system, an 
embedded firmware agent coupled within a host system having memory to store 
instructions, an embedded controller agent coupled within the host system having 
memory to store instructions that cause the embedded controller to operate. 
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In the same field of endeavor, Rakavy discloses an embedded controller agent 
having a network connection that operates independently of the host operating system 
(col. 1, lines 7-14). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Gibbons with the teachings of 
Rakavy in order to enhance a computer's BIOS to accommodate remote access and 
maintenance without the aid of the operating system executing on the computer. 

However, Gibbons and Rakavy does not clearly disclose an embedded firmware 
agent coupled within a host system having memory to store instructions, an embedded 
controller agent coupled within the host system having memory to store instructions that 
cause the embedded controller to operate. 

In the same field of endeavor, Falik discloses an embedded firmware agent 
coupled within a host system having memory to store instructions (col. 4, lines 50-62), 
an embedded controller agent coupled within the host system having memory to store 
instructions that cause the embedded controller to operate (col. 4, lines 65-6, col. 5, 
lines 1-10). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Gibbons and Rakavy with the 
teachings of Falik in order to remotely select a BIOS even if the CPU is not functioning. 

However, Gibbons, Rakavy, and Falik do not clearly disclose a trusted module 
couple with the embedded hardware controller agent and the embedded firmware agent 
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to provide mutual authentication with a server prior to the embedded firmware agent 
transferring control to the host operating system. 

In the same field of endeavor, Herzi discloses a trusted module couple with the 
embedded hardware controller agent and the embedded firmware agent to provide 
mutual authentication with a server prior to the embedded firmware agent transferring 
control to the host operating system (col. 2, lines 45-64, col. 3, lines 18-34). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Gibbons, Rakavy, and Falik with the 
teachings of Herzi in order to provide an improved level of security and an improved 
security measure against undesired theft of a computer system. 

The examiner notes that claim 20 is similar of claim 1 , therefore is rejected for all 
the same reasons as claim 1 above. 

8. With respect to claim 58, Gibbons discloses a system comprising: a bus (col. 3, 
lines 47-50); a digital signal processor coupled with the bus (col. 4, lines 14-25, fig. 6, 
col. 9, lines 34-37); an embedded firmware agent coupled with the bus having 
instructions that cause the embedded firmware agent to selectively operate in a 
management mode (col. 9, lines 37-43) during which a host operating system 
relinquishes control of a host system in which the embedded firmware agent resides 
(col. 2, lines 25-33); an embedded controller agent (fig. 7, col. 9, lines 44-52) that 
operates independently of the host operating system (col. 2, lines 14-30) and selectively 
invokes the management mode (fig. 7, col. 9, lines 44-52); and a bi-directional agent 
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bus coupled between the embedded firmware agent and the embedded controller agent 
to transmit messages between the embedded firmware agent and the embedded 
controller agent (fig. 6, col. 9, lines 34-37, fig. 7, col. 9, lines 44-52, fig. 2, col. 9, lines 
36-52, in the specification [0019] a bi-directional agent bus can be any bi-directional 
communication mechanism. The embedded firmware agent of Gibbons (fig. 6, col. 9, 
lines 34-37) and the embedded controller agent (fig. 7, col. 9, lines 44-52) communicate 
via memory locations (fig. 2 (34), col. 9, lines 36-52) which is considered a bi-directional 
communication mechanism). 

Gibbons does not clearly disclose the embedded controller agent having a 
network interface to allow the embedded controller agent to communicate over a 
network independently of the host operating system, an embedded firmware agent 
coupled within a host system having memory to store instructions, an embedded 
controller agent coupled within the host system having memory to store instructions that 
cause the embedded controller to operate, and a physical bi-directional agent bus 
coupled between the embedded firmware agent and the embedded controller agent.. 

In the same field of endeavor, Rakavy discloses the embedded controller agent 
having a network interface to allow the embedded controller agent to communicate over 
a network independently of the host operating system (col. 1, lines 7-14). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Gibbons with the teachings of 
Rakavy in order to enhance a computer's BIOS to accommodate remote access and 
maintenance without the aid of the operating system executing on the computer. 
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However, Gibbons and Rakavy does not clearly disclose an embedded firmware 
agent coupled within a host system having memory to store instructions, an embedded 
controller agent coupled within the host system having memory to store instructions that 
cause the embedded controller to operate, and a physical bi-directional agent bus 
coupled between the embedded firmware agent and the embedded controller agent. 

In the same field of endeavor, Falik discloses an embedded firmware agent 
coupled within a host system having memory to store instructions (col. 4, lines 50-62), 
an embedded controller agent coupled within the host system having memory to store 
instructions that cause the embedded controller to operate (col. 4, lines 65-6, col. 5, 
lines 1-10), and a physical bi-directional agent bus coupled between the embedded 
firmware agent and the embedded controller agent (Fig. 4, col. 4, lines 25-45, col. 5, 
lines 6-26, SMBus is a physical bi-directional bus). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Gibbons and Rakavy with the 
teachings of Falik in order to remotely select a BIOS even if the CPU is not functioning. 

However, Gibbons, Rakavy, and Falik do not clearly disclose a trusted module 
couple with the embedded hardware controller agent and the embedded firmware agent 
to provide mutual authentication with a server prior to the embedded firmware agent 
transferring control to the host operating system. 

In the same field of endeavor, Herzi discloses a trusted module couple with the 
embedded hardware controller agent and the embedded firmware agent to provide 



Application/Control Number: 10/809,316 Page 14 

Art Unit: 2457 

mutual authentication with a server prior to the embedded firmware agent transferring 
control to the host operating system (col. 2, lines 45-64, col. 3, lines 18-34). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Gibbons, Rakavy, and Falik with the 
teachings of Herzi in order to provide an improved level of security and an improved 
security measure against undesired theft of a computer system. 

The examiner notes that claim 20 is similar of claim 1 , therefore is rejected for all 
the same reasons as claim 1 above. 



9. With respect to claims 2, 21 , 40 and 59, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses a trusted module coupled 
with the embedded firmware agent and the embedded controller agent, the trusted 
module to perform cryptographic operations to support operations by the embedded 
controller agent (col. 9, lines 41-60). 

1 0. With respect to claims 3, 22, 41 , and 60, Gibbons discloses the embedded 
controller agent asserts a management interrupt signal to invoke the management 
mode (col. 9, lines 45-52, in the background of the application [0003], a system 
management interrupt is also known as SMI). 
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1 1 . With respect to claims 4, 23, 42, and 61 , it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses the embedded controller 
agent and the embedded firmware agent interact to provide manageability features to 
the host system (col. 10, lines 54-65). 

12. With respect to claims 5, 24, 43, and 62, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses wherein the 
manageability features are provided prior to the host operating system being loaded 
(col. 17, lines 8-18, col. 3, lines 16-25, this is done prior to boot strapping). 

1 3. With respect to claims 6, 25, 44, and 63, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses wherein the 
manageability features are provided after the host operating system has been loaded 
(col. 1 1 , lines 6-19, this is done while real-mode operating systems are running). 

14. With respect to claims 7, 26, 45, and 64, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses the manageability 
features are provided concurrently with loading of the host operating system (col. 6, 
lines 60-65). 

1 5. With respect to claims 8, 27, 46, and 65, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses the manageability 
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features comprise host operating system independent update of a flash memory device 
via the embedded controller agent (col. 7, lines 19-25, copies the network enhanced 
bios). 

16. With respect to claims 9, 28, 47, and 66, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses the manageability 
features comprise monitoring of host functionality and reporting to a remote device via 
the embedded controller agent (col. 9, lines 20-39, col. 15, lines 60-67, col. 16, lines 1- 
4). 

17. With respect to claims 10, 29, 48, and 67, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses the manageability 
features comprise providing boot services to the host system via the embedded 
controller agent (col. 10, lines 60-65). 

18. With respect to claims 1 2, 31 , 50, and 69, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses the embedded controller 
agent and the embedded firmware agent interact to provide security features to the host 
system (col. 9, lines 41-60, security features are enhanced by the bios). 

1 9. With respect to claims 1 3, 32, 51 , and 70, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses the security features are 
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provided prior to the host operating system being loaded (col. 7, lines 8-18, col. 3, lines 
16-25, this is done prior to boot strapping). 

20. With respect to claims 14, 33, 52, and 71 , it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses the security features are 
provided after the host operating system has been loaded (col. 10, lines 6-19, this is 
done while real-mode operating systems are running). 

21 . With respect to claims 15, 34, 53, and 72, it is rejected for the same reasons as 
claims 1 , 20, 39, and 58 above. In addition, Rakavy discloses wherein the security 
features are provided concurrently with loading of the host operating system (col. 6, 
lines 60-65). 

22. With respect to claims 16, 35, 54, and 73, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses wherein the security 
features comprise performing verification of the host system (col. 9, lines 45-49) and 
selectively reporting results to a remote device via the embedded controller agent (col. 
9, lines 45-47). 

23. With respect to claims 18, 37, 56, and 75, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses wherein the security 
features comprise providing authentication services for the host system via the 
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embedded controller agent (col. 9, lines 40-45). 

24. With respect to claims 19, 38, 57, and 76, it is rejected for the same reasons as 
claims 1, 20, 39, and 58 above. In addition, Rakavy discloses wherein the security 
features comprise providing support for mutual authentication of a network 
communication session (col. 9, lines 50-59). 

25. Claims 17, 36, 55, and 74 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gibbons in view of Rakavy and in further view of Falik and in 
even further view of Herzi as applied to claims 1,12, 20, 31, 39, 50, 58, and 69 and 
in even further view of Dennis (US Patent # 6,792,556 B1, hereinafter Dennis). 

26. With respect to claims 17, 36, 55, and 74, Gibbons and Rakavy do not disclose 
wherein the security features comprise performing virus recovery operations via the 
embedded controller agent. 

In the same field of endeavor, Dennis discloses wherein the security features 
comprise performing virus recovery operations via the embedded controller agent (col. 
3, lines 47-59). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to modify the teachings of Gibbons, Rakavy, Falik, and 
Herzi with the teachings of Dennis in order to restore the boot record if it is a mismatch 
or if a virus is detected. 
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Conclusion 

27. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 

1 1/24/2008 has been entered. 

28. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to HO SHIU whose telephone number is (571 )270-381 0. 
The examiner can normally be reached on Mon-Thur (8:30am - 4:00pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on 571-272-4001 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



HTS Ho Shiu 

01/30/2009 Patent Examiner 

GAU 2457 



/ARIO ETIENNE/ 

Supervisory Patent Examiner, Art Unit 2457 



